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For referenc

Information security information leaflet for new employees

(AR HEST Y RFEBAIEF ORI 2 AL L)

This version is for reference by foreigners. There is no need to fill in and submit.
The signature will still return to the Chinese paper signature.

1.System users should change their passwords at least once every 6 months. The same password cannot be
used when changing passwords. The password should be at least 8 characters in length and should comply
with the password setting principles.

2.The computer should be set with a screen saver and a logout time of 10 minutes and be password

protected.

3.The account password must be properly kept and comply with agency regulations. If there is any
concern about leakage, in addition to changing the password as soon as possible, the unit's

information security window and library and information office should be notified.

4.Computer operating system vulnerabilities should be updated and patched immediately, and the

computer’s automatic update function should be turned on.

5.Important data should be backed up and stored regularly.

6.Information equipment, networks, and required software provided by the agency must be used in
the office environment. Personally owned information equipment and products of mainland
information and communication brands are not allowed to be used, and official equipment is not

allowed to be connected to personal mobile phones for Internet access.

7.1f there is a business need to use mainland information and communication brand products
(including hardware, software and services), the reasons should be stated in detail and approved step

by step by the Chief Information Security Officer of the school and the Chief Information Security



Officer of the superior agency. After reporting to the competent authority for approval, it will be

purchased on a special project basis and listed in a register for management.

8.During work hours, you should not link to websites that are not required for official purposes, and
avoid linking to malicious websites or phishing websites. If you find any abnormal connections,

please notify the unit's information security window and the Library and Information Office.

9.Do not use official email accounts to register as accounts for non-official websites, such as social

networking sites, e-commerce services, etc.

10.Official email accounts must be used to transfer and contact official information. Non-official

emails are not allowed to be used to send or discuss official information.

11.When using instant messaging software, be careful not to transmit official sensitive and

confidential information.

12.All computer software used in business must have legal copyright, and personnel are not allowed

to install illegal computer software without permission.

13.The transmission of official information should be appropriately protected, such as encrypted

transmission.

14.1f paper documents with information of sensitivity level (including) and above are no longer used,

the paper should be destroyed with a paper shredder.

15.Do not disclose in any public news groups, forums, or bulletin boards any information related to

the unit's sensitivity level (inclusive) or above.

16.Failure to comply with information security regulations will result in a warning for the first time.



If this continues or those who do not listen to the advice will be punished in accordance with the

regulations; if an information security incident occurs as a result, the punishment will be increased.

17.1f there are any concerns or abnormalities regarding information security, the unit’ s information

security window and library information office should be reported immediately.

18.New employees should fill out a "Confidentiality Agreement" and promise that during their
tenure, any information they learn from their duties or any data, files, technology, finance or business
secrets they hold will not be disclosed to anyone without the authorization of their supervisor.

disclosed or misused.

19.The Personal Data Protection Act, the Information Security Management Act, and the agency’ s

information security management system must be complied with.

20.The information security management system and related documents are stored at: National

Donghua University Information Security Network\ISMS Zone.

Employed unit :

Signature of new employee :



